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Notice 

This Specification has been prepared by the Participants of the Berlin Group. Permission is 
hereby granted to use the document solely for the purpose of implementing the Specification 
subject to the following conditions: (i) that none of the participants of the Berlin Group nor 
any contributor to the Specification shall have any responsibility or liability whatsoever to any 
other party from the use or publication of the Specification; (ii) that one cannot rely on the 
accuracy or finality of the Specification; and (iii) that the willingness of the participants of the 
Berlin Group to provide the Specification does not in any way convey or imply any 
responsibility for any product or service developed in accordance with the Specification and 
the participants of the Berlin Group as well as the contributors to the Specification specifically 
disclaim any such responsibility to any party. 

Implementation of certain elements of this Specification may require licenses under third 
party intellectual property rights, including without limitation, patent rights. The Participants of 
the Berlin Group and any other contributors to the Specification are not, and shall not be held 
responsible in any manner for identifying or failing to identify any or all such third party 
intellectual property rights. This Specification is provided "AS IS", "WHERE IS" and 
"WITH ALL FAULTS", and no participant in the Berlin Group makes any warranty of 
any kind, express or implied, including any implied warranties of merchantability, non-
infringement of third party intellectual property rights (whether or not the Participants 
of the Berlin Group have been advised, have reason to know, or are otherwise in fact 
aware of any information), and fitness for a particular purpose (including any errors 
and omissions in the Specification).  

To the extent permitted by applicable law, neither the Participants of the Berlin Group nor 
any contributor to the Specification shall be liable to any user of the Specification for any 
damages (other than direct actual out-of-pocket damages) under any theory of law, including, 
without limitation, any special, consequential, incidental, or punitive damages, nor any 
damages for loss of business profits, business interruption, loss of business information, or 
other monetary loss, nor any damages arising out of third party claims (including claims of 
intellectual property infringement) arising out of the use of or inability to use the Specification, 
even if advised of the possibility of such damages. 

The Participants of the Berlin Group are: Banksys, Belgium; BKM, Turkey, Ceca, Spain; 
Cetrel, Luxemburg; Co.Ge.Ban, Italy; Eufiserv, Belgium, EURO Kartensysteme, Germany; 
Europay Austria,  Equens, The Netherlands; First Data Europe, MasterCard, Link, United 
Kingdom SSB, Italy; Seceti, Italy; ServiRed, Spain; Sibs, Portugal; Sistema 4B, Spain; Visa 
Europe, Zentraler Kreditausschuss, Germany.  

Participation in the Berlin Group does not imply either endorsement of any of the solutions 
identified in the Feasibility Study, carried out by the Berlin Group, or a commitment to 
implement them. 

The Specification, including technical data, may be subject to export or import regulations in 
different countries. Any user of the Specification agrees to comply strictly with all such 
regulations and acknowledges that it has the responsibility to obtain licenses to export, re-
export, or import the Specification.  
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1 Introduction 

The document at hand outlines the major work packages of a project for the implementation 
of a Berlin Group gateway. The document is intended to support interested parties in their 
development projects as a kind of checklist for setting up implementation projects. Since the 
implementation environment may differ from case to case, it is not possible to give typical 
time lines for the different work packages. The check list has been developed on the basis of 
several implementation projects and has proven as a sound basis for setting up such 
projects. 

2 Check List on relevant Work Packages 

Work Packages to be taken into account: 

1. Overall project definition 

a. Interoperable Contracts / Definition of interoperable project partner(s) 

b. Number of contracted devices, size of the project 

c. Definition on the implementation of issuer and/or acquirer gateway function 

d. Supported applications (ATM / POS / Internet) 

e. Definition of target dates for start of production 

2. Network Implementation 

a. Target solution, solution to start the project 

b. action list on preparing and implementing the communication lines. 

3. Implementation of authorisation message flow 

a. supported functions (e.g. cash back, refund) 

b. technology (EMV, Magneticstripe),  

c. Analysis of Berlin Group specifications (e.g. PIN encryption, MAC calculation), 

d. backup concept and processing 

4. Implementation of clearing file transfer 

a. Analysis of Berlin Group specifications, 

b. Decision on supported functions (e.g. automated chargebacks, 2nd 
presentments, retrievals, migrationplan to full implementation) 

30/05/2007  Berlin Group Page 1 
  



 
Check List on relevant Work Packages  Overall Project Masterplan 

c. Clearing file issues (e.g. file name, File transfer, MACing, gateway definitions) 

5. Implementation of settlement 

a. Definition of the settlement account 

b. Information of / cooperation with the settlement bank 

6. Implementation of Key Management 

a. Definition of key custodians, key exchange, key storage 

7. Testing 

a. Schedule for internal component testing, 

b. Schedule for integration testing for authorization and clearing, decision on test 
cases. 

c. Definition of test organization and process, e.g exchange of test cards, 
responsibilities, communication of results and expected reactions, 

d. Commitments for Self Certification 

8. Definition of Workstructure / Persons involved 

a. Project Structure (decision on establishment of e.g. Management Board, Task 
Forces, e.g. network, testing, security) 

b. Telephone conferences 

c. Project coordination 

9. Definition of detailed time schedule, milestones 

10. References: 

See www.Berlin-Group.org
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